Cybersecurity Program Manager

Position Description / Job Announcement

AML classification Band 3 - Program Manager

Salary hiring range $95,000-$115,000 annually, depending on qualifications
Status Full-time; overtime exempt

Location Anchorage or Juneau preferred; hybrid work may be

available consistent with AML policy and program needs
Reports to Director-level supervisor designated by AML leadership

Position Summary

The Alaska Municipal League (AML) strengthens Alaska's local governments through advocacy, shared
services, technical assistance, training, and collaboration. The Cybersecurity Program Manager will lead
AML's Strengthening Alaska's Municipal Utility Cybersecurity Systems project while developing and delivering
a broader cybersecurity shared service for municipalities, boroughs, utilities, and other local-government
entities across Alaska.

The position has two complementary functions: successfully implement grant-funded cybersecurity projects,
including the municipal utility cohort, and build flexible, sustainable services that respond to the wider
cybersecurity needs of AML members. Grant-funded work will provide an initial platform for service
development, but the position is not limited to a single grant, utility type, or project cohort. The Program
Manager will coordinate qualified technical specialists, translate cybersecurity risks into practical action,
protect sensitive information, and help local governments sustain improvements over time.

Primary Responsibilities

RMUC Project Management

o Implement the approved Statement of Project Objectives, project plan, Performance Report - Quantitative,
budget, milestones, and Go/No-Go requirements.

e Maintain the work plan, schedule, risk register, decision log, performance measures, and audit-ready
project files.

e Coordinate required federal reports, deliverables, briefings, procurement documentation, approvals, and
closeout materials with AML grants, finance, contracts, and leadership staff.

e Track scope, schedule, budget, participation, and outcomes; identify issues early and lead corrective
action.

e Ensure vulnerability, network, and security information is handled appropriately and reported only in
approved, anonymized form.

Utility Engagement and Implementation

e Serve as AML's primary contact for 10 participating utilities and coordinate agreements, onboarding, work
plans, meeting schedules, and communication protocols.

e Organize cohort meetings, peer exchange, webinars, office hours, annual training, and other practical
learning opportunities.

e Coordinate contractor-led risk and maturity assessments using C2M2, the NIST Cybersecurity Framework,
operational-technology guidance, and applicable best practices.

e Help utilities understand findings, prioritize risks, and turn recommendations into realistic action plans
that reflect local capacity, cost, compatibility, and operational needs.

e Support development of policies, incident-response plans, continuity practices, access controls, data-
protection procedures, and third-party risk processes.
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Coordinate selection, procurement, implementation, and validation of appropriate cybersecurity
solutions, while preserving local decision-making.

Vendor and Managed-Service Oversight

Manage day-to-day coordination with cybersecurity contractors, managed-service providers, training
partners, and other vendors.

Develop and monitor scopes of work, deliverables, service levels, pricing, data-protection requirements,
schedules, invoices, performance measures, and corrective actions.

Review technical work products for completeness, usability, consistency with award requirements, and
responsiveness to utility needs.

Use program-level dashboard data and anonymized trends to identify common risks and opportunities for
collective improvement without exposing member-specific information.

Training and Member Capacity

Develop or coordinate role-appropriate awareness, technical, governance, and incident-response training,
including tabletop and phishing-awareness exercises.

Explain cybersecurity risks and decisions in clear, actionable language for technical staff, managers,
finance officers, elected officials, and other nontechnical audiences.

Create practical templates, checklists, model policies, recorded trainings, guides, case studies, and a
centralized municipal resource library.

Share timely cybersecurity information with AML members and connect utilities to appropriate threat-
information-sharing resources.

Local Government Cybersecurity Shared Service

Develop and deliver a scalable AML cybersecurity shared service available to local governments and
related public entities, including members that are not participating in the RMUC grant.

Engage municipalities, boroughs, utilities, and other member entities to identify cybersecurity needs,
readiness, capacity, and priorities, and translate those needs into practical scopes of support.
Determine which services AML should provide directly, coordinate through qualified vendors, offer through
cohort or regional models, or refer to specialized partners.

Develop flexible service tiers, project-based scopes, annual support packages, pricing or cost-share
approaches, onboarding standards, and repeatable delivery workflows that can serve organizations of
different sizes and technical maturity.

Services may include readiness and risk assessments, staff awareness training, policy and procedure
development, incident-response and continuity planning, tabletop exercises, procurement support,
managed-service coordination, virtual security leadership, implementation support, and periodic
reassessment.

Track utilization, outcomes, member satisfaction, recurring needs, and financial sustainability; identify
grant, contract, partnership, sponsorship, and member-fee opportunities; and recommend changes to
pricing, staffing, vendor relationships, and program design.

Sustainability, Program Growth, and AML Collaboration

Help grant participants and shared-service clients develop practical transition orimprovement plans
addressing priorities, recurring costs, staffing or vendor needs, training, reassessment, and long-term
budgeting.

e Maintain peer networks and communities of practice that allow local governments to share lessons, tools,

and replicable approaches while protecting sensitive information.

e Monitor relevant standards, grant requirements, regulatory expectations, and emerging public-sector

threats, and advise AML leadership and members about material changes and service opportunities.
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e Collaborate across AML programs so cybersecurity support can be incorporated into planning,
infrastructure, finance, emergency management, procurement, and other member services, and
contribute to budgets, proposals, contracts, communications, conferences, and strategic planning.

e Travel periodically within Alaska, including to rural and remote communities, and perform other related
duties that advance AML's mission.

Knowledge, Skills, and Abilities

o Working knowledge of cybersecurity governance, risk management, controls, incident response, business
continuity, data protection, identity and access management, vulnerability management, third-party risk,
and workforce awareness.

e Familiarity with NIST CSF, C2M2, operational technology or industrial control systems, and public-sector
or critical-infrastructure cybersecurity practices.

e Strong program and project management skills, including scope, schedule, budget, risk, procurement,
quality, stakeholder, and change management.

e Ability to manage vendors and complex multi-party projects with technical, contractual, financial, and
organizational dependencies.

o Ability to build trust with local officials, utility managers, technical staff, funders, contractors, and partners
and to communicate effectively with technical and nontechnical audiences.

e Sound judgment in handling sensitive information, knowing when specialized engineering, legal,
compliance, insurance, orincident-response expertise is required.

o Ability to balance fixed grant deliverables with responsive member service, build a new shared-service
program, and support organizations with limited staff, aging systems, constrained budgets, or remote
operations.

Minimum Qualifications

Any combination of education and progressively responsible experience that provides the required
knowledge, skills, and abilities may be considered. Typical qualifications include:

e Bachelor's degree in cybersecurity, information technology, information systems, computer science,
public administration, business administration, emergency management, engineering, project
management, or a related field; and

e Three years of progressively responsible experience in cybersecurity program coordination, information
technology, project or program management, critical infrastructure, utility operations, public-sector
consulting, managed services, or a related field.

Relevant experience may substitute for education on a year-for-year basis.

Preferred Qualifications

e Five or more years of relevant experience, including work with local or Tribal governments, public utilities,
electric cooperatives, regional organizations, or other public entities.

e Experience in Alaska, rural communities, or remote operating environments.

e Experience with cybersecurity assessments, managed services, vulnerability management, security-
awareness programs, incident-response planning, tabletop exercises, or operational technology.

e Experience managing contractors, technology procurements, federal grants, subawards, performance
reporting, or compliance requirements.

e Experience developing or delivering shared-service programs, consulting or technical-assistance services,
service tiers, cost-recovery approaches, or subscription-based public-sector support.

e Relevant credential such as PMP, CISSP, CISM, CC, Security+, GIAC, or CISA. Certification is desirable but
not required.
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Working Conditions

This position primarily works in a professional office environment and may be eligible for hybrid work
consistent with AML policy and program needs. AML has offices in Juneau and Anchorage, and preference is
for an Alaska-based employee with regular in-office availability. The work requires frequent computer use,
writing, virtual meetings, project tracking, and communication with members and partners.

Periodic travel within Alaska is required and may include rural and remote communities. Some evening or
weekend work may be required for travel, training, exercises, conferences, or community meetings. The
position may occasionally lift or carry up to 20 pounds.

About AML

The Alaska Municipal League is a statewide membership organization that strengthens Alaska local
governments through advocacy, shared services, technical assistance, training, and collaboration. AML works
with municipalities, boroughs, elected officials, municipal staff, Tribal and regional partners, state and federal
agencies, and other organizations to improve community conditions across Alaska.

AML benefits include health insurance, retirement match, and competitive PTO policy.

How to Apply
Submit the following materials:

e Acover letter describing your interest in the position and relevant experience;

e Acurrentresume; and

e Three professional references.
Please highlight relevant experience with cybersecurity or IT program management, public-sector or utility
work, vendor oversight, federal grants, shared-service development, and communicating technical risk to
nontechnical audiences.

Email application materials to Justin Schuster at AML (justin@akml.org). AML may request a short, non-
confidential work sample from selected applicants. This position remains open until filled. AML is an equal
opportunity employer.
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